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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including tine fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
3/4/2010 has been entered. 

Response to Arguments 

2. Applicant's arguments have been considered but are moot in view of the new 
ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 51 , 61 , 71 , 81 , 87, and 93 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over "Over-the-Air Service Provisioning of Mobile Stations in Spread 
Spectrum System", 3"^ Generation Partnership Project 2, 3GPP2, Document C.S0016- 
0, December 1999, pages 1-118 (hereinafter 3GPP2) in view of Cook et al. (US 
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6577614). 

Regarding claims 51, 61, and 71. 3GPP2 teaches a method, apparatus and 
memory (title and preface) comprising: 

sending a notification from a server to a mobile station, wherein the notification is 
configured to begin updating of a security-related parameter by the mobile station (page 
4-6, Table 4.5-1 , Configuration request message sent from the server to the mobile); 

receiving, by the server, a capability message from the mobile station, wherein 
the capability message is indicative of a messaging technique supported by the mobile 
station (page 3-20, Table 3.5-1 , Protocol Capability Response Message sent from the 
mobile thus received by the server); 

sending, based on the capability message, a first request message from the 
server to the mobile station, wherein the first request message comprises at least one 
first command defined to cause the mobile station to invoke a process to update the 
security-related parameter (page 4-6, Table 4.5-1 , MS Key Request Message sent from 
the server to the mobile); 

receiving, by the server, a first response message from the mobile station, 
wherein the first response message comprises a status of a computation of a first value 
performed by the mobile station (page 3-20, Table 3.5-1 , MS Key Response Message 
sent from the mobile to the server); 

sending a second request message from the server to the mobile station, 
wherein the second request message comprises a second value and at least one 
second command defined to cause the mobile station to compute the security-related 
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parameter (page 4-6, Table 4.5-1, Key Generation Request Message sent from tiie 
server to the mobile); 

receiving, by the server, a second response message from the mobile station, 
wherein the second response message comprises the first value (page 3-20, Table 3.5- 
1 , Key Generation Response Message sent from the mobile to the server); 

sending a first commit message from the server to the mobile station (page 4-6, 
Table 4.5-1 , Commit Request Message sent from the server to the mobile); and 

receiving, by the server, a first commit response message from the mobile station 
(page 3-20, Table 3.5-1 , Commit Response message sent from the mobile to the 
server). 

However 3GPP2 does not specifically recite wherein communications between 
the server and the mobile station are performed using an internet protocol. 

Cook teaches a method and system for OTA over CDMA data channel (title). He 
teaches the idea of receiving update parameters from a server and providing them to 
the mobile station (abstract). Cook teaches the idea that communications between the 
server and the mobile station is performed using an internet protocol in column 2 lines 
36-46 and column 6 lines 44-46, i.e. IS-707. 

Therefore it would have been obvious for one of ordinary skill in the art at the 
time of invention to utilize the teachings as in Cook with the teachings as in 3GPP2. The 
motivation for doing so would have been to allow for over the air updates utilizing a data 
channel in accordance with a CDMA interface, (cook column 3 lines 15-28) 

Regarding claims 52, 62, and 72. 3GPP2 further teaches wherein the security- 
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related parameter comprises an autlientication l<ey, a security l<ey or a security l<ey 
defined by a code-division multiple access standard, (page 4-4, A-Key, i.e. 
authentication key) 

Regarding claims 53, 63, and 73. Cook further teaches wherein the internet 
protocol comprises an internet protocol based over-the-air device management 
protocol, (column 5 lines 47-64) 

Regarding claims 54, 64, and 74. Cook further teaches wherein the server 
comprises an internet protocol based over- the-air device management server, (figure 1 
item 12) 

Regarding claims 55, 65, and 75. 3GPP2 further teaches wherein the first value 
comprises a MS_RESULT value and wherein the second value comprises a 
BS_RESULT value, (page 3-24 and 4-9) 

Regarding claims 56, 66, and 76. 3GPP2 further teaches wherein the at least 
one first command comprises a first EXEC command and wherein the at least one 
second command comprises a second EXEC command, (pages 4-8 and 4-9) 

Regarding claims 57, 67 and 77. 3GPP2 and Cook further teach wherein the 
first request message comprises an internet protocol-based over-the-air device 
management key request message, wherein the first response message comprises an 
internet protocol-based over-the-air device management key response message, 
wherein the second request message comprises an internet protocol-based over-the-air 
device management key gen request message, wherein the second response message 
comprises an internet protocol-based over-the air device management key gen 
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response message, wherein tlie commit message comprises an internet protocol-based 
over-the-air device management commit message, wlierein tine commit response 
message comprises an internet protocol -based over-the-air device management commit 
response message. (3 GPP2 shows the specific types of message in tables 3.5-1 and 
4.5-1 , and Cook teaches the communications can be internet protocol-based over the 
air in column 5 lines 47-64) 

Regarding claims 60, 70 and 80. 3GPP2 further teaches in response to the 
server receiving the first response message from the mobile station, computing, by the 
server, the second value (page 4-9); and in response to the server receiving the second 
response message from the mobile station, computing, by the server, the security- 
related parameter (page 4-9 and 4-10). 

Regarding claims 81, 87, and 93. 3GPP2 teaches a method, apparatus, and 
memory (title and preface) comprising: 

sending a notification from a server to a mobile station, wherein the notification is 
configured to begin updating of a security-related parameter by the mobile station (page 
4-6, Table 4.5-1 , Configuration request message sent from the server to the mobile); 

sending a first request message from the server to the mobile station, wherein 
the first request message comprises at least one first command defined to cause the 
mobile station to invoke a process to update the security-related parameter (page 4-6, 
Table 4.5-1 , MS Key Request Message sent from the server to the mobile); 

sending a second request message from the server to the mobile station, 
wherein the second request message comprises a second value and at least one 
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second connnnand defined to cause tine mobile station to compute tlie security-related 
parameter (page 4-6, Table 4.5-1, Key Generation Request Message sent from the 
server to the mobile); and 

sending a first commit message from the server to the mobile station (page 4-6, 
Table 4.5-1 , Commit Request Message sent from the server to the mobile). 

However 3GPP2 does not specifically recite wherein communications between 
the server and the mobile station are performed using an internet protocol. 

Cook teaches a method and system for OTA over CDMA data channel (title). He 
teaches the idea of receiving update parameters from a server and providing them to 
the mobile station (abstract). Cook teaches the idea that communications between the 
server and the mobile station is performed using an internet protocol in column 2 lines 
36-46 and column 6 lines 44-46, i.e. IS-707. 

Therefore it would have been obvious for one of ordinary skill in the art at the 
time of invention to utilize the teachings as in Cook with the teachings as in 3GPP2. The 
motivation for doing so would have been to allow for over the air updates utilizing a data 
channel in accordance with a CDMA interface, (cook column 3 lines 15-28) 

Regarding claims 82, 88, and 94. The combination of 3GPP2 and Cook further 
teaches: 

receiving, by the server, a capability message from the mobile station, wherein 
the capability message is indicative of a messaging technique supported by the mobile 
station (3GPP2 page 3-20, Table 3.5-1, Protocol Capability Response Message sent 
from the mobile thus received by the server); 
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receiving, by the server, a first response message from tlie mobile station, 
wherein the first response message comprises a status of a computation of a first value 
performed by the mobile station (3GPP2 page 3-20, Table 3.5-1 , MS Key Response 
Message sent from the mobile to the server); 

receiving, by the server, a second response message from the mobile station, 
wherein the second response message comprises the first value (3GPP2 page 3-20, 
Table 3.5-1 , Key Generation Response Message sent from the mobile to the server); 
and 

receiving, by the server, a first commit response message from the mobile station 
(3GPP2 page 3-20, Table 3.5-1, Commit Response message sent from the mobile to 
the server), wherein the security-related parameter comprises an authentication key, a 
security key or a security key defined by a code-division multiple access standard 
(3GPP2 page 4-4, A Key, i.e. authentication key), wherein the internet protocol 
comprises an internet protocol-based over-the-air device management protocol (Cook 
column 5 lines 47-64), wherein the server comprises an internet protocol-based over- 
the-air device management server (Cook figure 1 item 12). 

Regarding claims 83, 89, and 95. 3GPP2 further teaches wherein the first value 
comprises a MS_RESULT value and the second value comprises a BS_RESULT value 
(page 3-24 and 4-9), wherein the at least one first command comprises a first EXEC 
command and the at least one second command comprises a second EXEC command, 
(pages 4-8 and 4-9) 

Regarding claims 84, 90, and 96. 3GPP2 further teaches wherein the first 
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request message comprises an internet protocol-based over-the-air device 
management key request message, wherein the first response message comprises an 
internet protocol -based over-the-air device management key response message, 
wherein the second request message comprises an internet protocol-based over-the-air 
device management key gen request message, wherein the second response message 
comprises an interact protocol-based over-the-air device management key gen 
response message, wherein the commit message comprises an internet protocol-based 
over-the air device management commit message, wherein the commit response 
message comprises an internet protocol-based over-the-air device management commit 
response message. (3 GPP2 shows the specific types of message in tables 3.5-1 and 
4.5-1 , and Cook teaches the communications can be internet protocol-based over the 
air in column 5 lines 47-64) 

Regarding claims 86, 92, and 98. The method of claim 82, further comprising: 
in response to the server receiving the first response message from the mobile station, 
computing, by the server, the second value (page 4-9); and in response to the server 
receiving the second response message from the mobile station, computing, by the 
server, the security-related parameter, (page 4-9 and 4-10) 

Allowable Subject Matter 

5. Claims 58, 59, 68, 69, 78, 79, 85, 91 , and 97 are objected to as being dependent 
upon a rejected base claim, but would be allowable if rewritten in independent form 
including all of the limitations of the base claim and any intervening claims. 
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6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL T. THIER whose telephone number is 
(571)272-2832. The examiner can normally be reached on Monday thru Friday 7:30- 
4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Patrick Edouard can be reached on (571 ) 272-7603. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/MICHAEL T THIER/ 
Examiner, Art Unit 2617 
10/6/2010 



